
Types of ACLs



The two main tasks involved in using ACLs are as 
follows:

Step 1. Create an access list by specifying an access 
list number or name and access conditions.

Step 2. Apply the ACL to interfaces or terminal lines.





Where to place ACLs?

 Locate extended ACLs as close as possible 
to the source of the traffic denied. This 
way, undesirable traffic is filtered without 
crossing the network infrastructure.

 Because standard ACLs do not specify 
destination addresses, place them as close 
to the destination as possible. 



prevent traffic originating in the 192.168.10.0/24 network 

from getting to the 192.168.30.0/24 network.

Access-list 10 deny 192.168.10.5 0.0.0.255 

Access-list 10 permit any



the administrator of the 192.168.10.0/24 and 192.168.11.0/24 networks 

(referred to as Ten and Eleven, respectively, in this example) wants to 

deny Telnet and FTP traffic from Eleven to the 192.168.30.0/24 network 

(Thirty, in this example). At the same time, other traffic must be permitted 

to leave Ten.















CONFIGURING STANDARD 
ACLS



Quick review

 when traffic comes into the router, it is 
compared to ACL statements based on the order 
that the entries occur in the router.

 The router continues to process the ACL 
statements until it has a match.

 For this reason, you should have the most 
frequently used ACL entry at the top of the list.

 If no matches are found when the router 
reaches the end of the list, the traffic is denied 
because there is an implied deny for traffic.



Quick review

 A single-entry ACL with only one deny 
entry has the effect of denying all traffic.

 You must have at least one permit 
statement in an ACL or all traffic is 
blocked. 



the two ACLs (101 and 

102) in the figure have 

the same effect.

Network 192.168.10.0 

would be permitted to 

access network 

192.168.30 while 

192.168.11.0 would not 

be allowed. 



Configuring Standard ACLs

 To configure numbered standard ACLs on a Cisco router, 
you must first create the standard ACL and then activate 
the ACL on an interface. 

 Router(config)#access-list access-list-number 
deny/permit remark source_IP_address [source-
wildcard] [log]

 For example, to create a numbered ACL designated 10 
that would permit network 192.168.10.0 /24, you would 
enter: 

 R1(config)# access-list 10 permit 192.168.10.0 
0.0.0.255





Removing an ACL



Document an ACL

0.0.0.255



ACL Wildcard Masking
A wildcard mask is a string of binary digits telling the router 

which parts of the subnet number to look at.

Wildcard masks use binary 1s and 0s to filter individual or 

groups of IP addresses to permit or deny access to resources 

based on an IP address.

By carefully setting wildcard masks, you can permit or deny a 

single or several IP addresses 

Wildcard mask bit 0 - Match the corresponding bit value 

in the address 

Wildcard mask bit 1 - Ignore the corresponding bit 

value in the address







Ip: 192.168.(00001010).0

192.168.(00001011).0

Wm: 0.0.(00000001).255

0.0.0.255

0.0.0.255

0.0.1.255



0.0.0.255
0.0.0.255














