






Editing ACLs

 Numbered ACLs: there is no built-in editing feature 
that allows you to edit a change in an ACL. You cannot 
selectively insert or delete lines. 

 Named ACLs: Named ACLs have a big advantage over 
numbered ACLs in that they are easier to edit.

 named IP ACLs allow you to delete individual entries in a 
specific ACL.

 You can use sequence numbers to insert statements 
anywhere in the named ACL.

 !!! If you are using an earlier Cisco IOS software version, 
you can add statements only at the bottom of the named 
ACL.
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حالات خاصة

 لمنع الاتصال بالأنترنت يمكن استخدامWWW بدلاً من رقم

البوابة
 Deny ip 192.168.0.0 0.0.255.255 any eq WWW

 للسماح بالإجابة على اتصالTCP ومنع تأسيس اتصال

TCP نستخدمestablished
 Permit tcp 192.168.0.0 0.0.255.255 any established

 للسماح بالإجابة فقط على أي رسالةping
 Permit icmp 192.168.0.0 0.0.255.255 any echo-reply
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When Do We Use NAT?

 Network Address Translation (NAT) is similar to 
Classless Inter-Domain Routing (CIDR) in that the 
original intention for NAT was to slow the depletion of 
available IP address space by allowing multiple private IP 
addresses to be represented by a much smaller 
number of public IP addresses.

 A useful tool for network migrations and mergers, server 
load sharing, and creating “virtual servers.”

 decreases the overwhelming amount of public IP addresses 
required in a networking environment

 use when an organization changes its Internet service 
provider (ISP) but the networking manager needs to avoid 
the hassle of changing the internal address scheme.



situations when NAT can be 
especially helpful
 When you need to connect to the Internet 

and your hosts don’t have globally unique 
IP addresses

 When you’ve changed to a new ISP that 
requires you to renumber your network

 When you need to merge two intranets 
with duplicate addresses



You typically use NAT on a border router.

NAT is used on the Corporate router connected to the 

Internet





Types of Network Address 
Translation
 Static NAT 

 This type of NAT is designed to allow one-to-one mapping 
between local and global addresses. 

 Keep in mind that the static version requires you to have one 
real Internet IP address for every host on your network.

 Dynamic NAT 
 This version gives you the ability to map an unregistered IP 

address to a registered IP address from out of a pool of 
registered IP addresses. 

 You don’t have to statically configure your router to map each 
inside address to an individual outside address as you would 
using static NAT, but you do have to have enough real, bona 
fide IP addresses for everyone who’s going to be sending 
packets to and receiving them from the Internet at the same 
time.



Types of Network Address 
Translation
 Overloading 

 This is the most popular type of NAT configuration. 
 Understand that overloading really is a form of 

dynamic NAT that maps multiple unregistered IP 
addresses to a single registered IP address (many-to-
one) by using different source ports. 

 Also known as Port Address Translation (PAT), which 
is also commonly referred to as NAT Overload. 

 Using PAT allows you to permit thousands of users to 
connect to the Internet using only one real global IP 
address

 NAT Overload is the real reason we haven’t run out of 
valid IP addresses on the Internet.



NAT Names

 Addresses used after NAT translations are called global 
addresses.

 These are usually the public addresses used on the Internet, 
which you don’t need if you aren’t going on the Internet.

 Local addresses are the ones we use before NAT 
translation. 

 This means that the inside local address is actually the 
private address of the sending host that’s attempting to get to 
the Internet. 

 The outside local address would typically be the router 
interface connected to your ISP and is also usually a public 
address used as the packet begins its journey.



NAT Names

 After translation, the inside local address 
is then called the inside global address
and the outside global address then 
becomes the address of the destination 
host. 

 Keep in mind that these terms and their 
definitions can vary somewhat based on 
implementation.




